
Privacy Policy  

E f fec t ive as o f  January 26,  2023 .  

  

Cali fornia residents :  I f  you are a  Cal i forn ia  resident ,  p lease read the  Not ice to  
Cal i fornia  residents  be low in  addi t ion to  th is  Pr ivacy Pol icy for  in format ion about  your  
personal  informat ion and pr ivacy r ights .  

Users in  Europe and other countr ies outside the US :  I f  you are  located in the 
European Economic Area ( the “ EEA” ) ,  the Uni ted K ingdom ( the “ UK ” ) ,  or  o ther  country  
outs ide the US, p lease read the  Notice to  Users in  Europe  and other countries 
outside the US  below in  addi t ion to  th is  Pr ivacy Pol icy for in format ion about  your 
personal  informat ion and your  pr ivacy r ights  to  the extent  the laws of  such jur isdic t ion 
are d i rec t ly app l icab le  to  our  process ing o f  your  personal  information.  

Th is  Pr ivacy Pol icy descr ibes how Bonf ig l io l i  Engineer ing SrL  and our  subs idiar ies 
and other  a f f i l ia tes  ( "Company , "  "we " ,  “us ”  or  "our " )  may co l lec t  and process 
personal  in format ion that  through our  d ig i ta l  or  on l ine proper t ies  or  services that  l ink  
to  th is  Pr ivacy Pol icy (co l lec t ive ly,  the “ Service ” ) ) .  Not  a l l  data  col lec t ions or  
process ing descr ibed here in  may apply to  you or  your  data .  W e may provide 
addi t iona l  or  supplementa l  pr ivacy po l ic ies  to  indiv idua ls  for  spec i f i c  products or  
services that  we of fer  a t  the t ime we col lec t  personal  in format ion.  

The Company de l ivers  [ INSERT DESCRIPTION OF SERVICES ].  Th is  Pr ivacy Pol icy 
does not  app ly to  information that  we process on behal f  of  our  business customers 
(such as bus inesses and other  organizat ions)  whi le  provid ing our  services to  them.  

Our webs i tes ,  products  and services are des igned for  enterpr ise customers and the i r  
representat ives.  W e do not  of fer  products  or  services d i rec t ly to  ind iv idua ls  for  the i r  
personal ,  fami ly or  household  purposes.  Accord ing ly,  we t reat  a l l  personal  informat ion 
we co l lec t  as  per ta in ing to  ind iv iduals  in  the i r  capac i t ies  as representat ives o f  the 
re levant  enterpr ise and not  the i r  indiv idua l  capaci t ies .  

You can download a pr in table  copy of  th is Pr ivacy Pol icy  here .  
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Personal informat ion we  col lect  

In formation you provide to  us.  Personal  in format ion you may provide to  us through the 
Service or  o therwise inc ludes:  

  Contact  data ,  such as your  f i rs t  and las t  name, sa lu ta t ion,  emai l  address, 
b i l l ing and mai l ing addresses,  profess iona l  t i t le  and company name, and phone 
number.  

  Communicat ions data  based on our  exchanges wi th  you,  inc luding when you 
contact  us  through the Service,  communicate  wi th  us v ia  chat  features,  soc ia l  
media ,  or  o therwise.  

  Market ing data ,  such as your  pre ferences for  rece iv ing our  market ing 
communicat ions  and deta i l s  about  your  engagement  wi th  them.  

  Other data  not  speci f i cal l y  l is ted here,  which we wi l l  use as descr ibed in  th is 
Pr ivacy Pol icy or  as  o therwise d isc losed at  the t ime of  col lec t ion.  

Th i rd -par ty sources.  We may combine personal  information we rece ive f rom you wi th 
personal  informat ion we obta in  f rom other  sources,  such as:  

  Public  sources ,  such as government  agenc ies,  publ ic  records,  soc ia l  media 
p la tforms,  and other  publ ic ly ava i lab le  sources.  

  Private sources,  such as data providers ,  soc ia l  media  pla t forms  and data 
l i censors .  

  Our aff i l iate  partners ,  such as our  a f f i l ia te  network  provider  and publ ishers , 
inf luencers ,  and promoters  who par t ic ipate  in  our  paid  af f i l ia te  programs.  

  Market ing par tners ,  such as jo in t  market ing par tners  and event  co -sponsors .< 
 
 

Automatic  data  col lec t ion.  W e, our  service providers ,  and our bus iness par tners  may 
automat ical ly  log informat ion about  you,  your  computer  or  mobi le  device,  and your  
in teract ion over  t ime wi th  the Service,  our  communicat ions and other  on l ine services,  
such as:  

  Device data ,  such as your  computer  or  mobi le  device’s  operat ing system type 
and vers ion,  manufacturer  and model ,  browser  type,  screen reso lu t ion,  RAM 
and disk  s ize,  CPU usage,  device type (e .g . ,  phone,  table t ) ,  IP  address,  un ique 
ident i f ie rs  ( including ident i f ie rs  used for  adver t is ing purposes) ,  language 
set t ings,  mobi le  device carr ier ,  rad io /network  informat ion (e .g . ,  W i -Fi ,  LTE, 
3G),  and genera l  locat ion informat ion such as c i ty,  s ta te  or  g eographic  area.  

  Online act ivi ty data ,  such as pages you viewed,  how long you spent  on a  page, 
the webs i te  you v is i ted before browsing to  the Service,  navigat ion paths 
between pages,  information about  your  act iv i ty on a  page,  access t imes and 
durat ion o f  access ,  and whether  you have opened our  emai ls  or  c l i cked l inks 
wi th in  them. 



  Communicat ion interact ion data  such  as your  in teract ions wi th  our  emai l  or 
o ther  communicat ions (e .g . ,  whether  you open and/or  forward emai ls )  –  we may 
do th is  through use of  p ixel  tags (which are a lso known as c lear  GIFs) ,  which 
may be embedded invis ib ly in  our  emai ls .  

Cookies .  Some of  our  automat ic  data  col lec t ion is  faci l i ta ted by cook ies and simi lar 
technologies.  For  more in format ion,  see our  Cookie Notice .  W e wi l l  a lso s tore a 
record of  your  pre ferences in  respect  of  the use of  these technolog ies in  connect ion 
wi th  the Service.  

  

How we use your personal  informat ion  

We may use your  personal  in format ion for  the fo l lowing purposes or  as  o therwise 
descr ibed at  the t ime of  col lec t ion:  

Service de l ivery and operat ions.  W e may use your  personal  informat ion to :  

  provide,  operate  and improve the Service and our  business;  

  communicate  wi th  you about  the Service,  including by sending Service -re la ted 
announcements ,  updates,  secur i ty a ler ts ,  and suppor t  and adminis t ra t ive 
messages;  

  admin is ter  and communicate  wi th  yo u about  events  or  contests  in  which you 
par t ic ipate ;  

  unders tand your  needs and in terests ,  and personal ize your  exper ience wi th  the 
Service and our  communicat ions;  and  

  provide suppor t  for  the Service,  and respond to  your  requests ,  quest ions and 
feedback . 

Research and development .  W e may use your  personal  in formation for  research and 
development  purposes,  inc luding to  analyze and improve the Service and our 
bus iness and to  deve lop new products  and services.  As par t  o f  these act iv i t ies ,  we 
may create aggregated,  de - ident i f ied and/or  anonymized data f rom personal  
informat ion we co l lec t .  W e make personal  informat ion in to  de - ident i f ied or  
anonymized data by removing informat ion that  makes the data personal ly ident i f iab le 
to  you.  W e may use th is  aggregated,  de - ident i f ied or  o therwise anonymized data and 
share i t  wi th  th i rd  par t ies  for  our  lawfu l  bus iness purposes,  inc lud ing to  analyze and 
improve the Service and promote our  business.  

Market ing and adver t is ing.  W e, our  service providers  and our th i rd -par ty adver t is ing 
par tners  may co l lec t and use your  personal  informat ion for  market ing and adver t is ing 
purposes:  

  Direct  market ing.  We may send you Company -re la ted or  o ther  d i rec t  market ing 
communicat ions as permi t ted by law,  inc lud ing by emai l .  You may opt -out  o f  our 
market ing communicat ions as descr ibed in  the  Opt-out  o f  
market ing  sect ion  below.  

  In terest -based adver t is ing.  Our  th i rd -par ty adver t is ing par tners  may use 
cook ies and s imi lar  technologies to  co l lec t  in format ion about  your  in teract ion 
( including the data descr ibed in  the automat ic  data  col lec t ion sect ion above) 
wi th  the Service,  our  comm unicat ions and other  on l ine services over  t ime,  and 
use that  in format ion to  serve on l ine ads that  they th ink  wi l l  in terest  you.  Th is  is  
ca l led in terest -based adver t is ing.  W e may a lso share in formation about  our  



users  wi th  these companies to  faci l i ta te in te rest -based adver t is ing to  those or 
s im i lar  users  on o ther  on l ine pla t forms.  

Service improvement  and analyt ics .  W e may use your  personal  in format ion to  analyze 
your  usage of  the Service,  improve the Service,  improve the rest  o f  our  bus iness,  he lp 
us unders tand user  act iv i ty on the Service,  inc luding which pages are most  and least 
v is i ted and how vis i tors  move around the Service,  as  wel l  as  user  in teract ions wi th  our 
emai ls ,  and to  deve lop new products  and services.  

Compl iance and protect ion.  We may use your  personal  informat ion to :  

  comply wi th  appl icab le  laws,  lawfu l  requests ,  and legal  process,  such as to 
respond to  subpoenas,  invest igat ions or  requests  f rom government  author i t ies ;  

  protect  our ,  your  or  o thers ’  r ights ,  pr ivacy,  safe ty or  proper ty ( inc ludi ng by 
making and defending lega l  c la ims) ;  

  audi t  our  in ternal  processes for  compl iance wi th  legal  and contractua l  
requ i rements  or  our  in terna l  po l ic ies ;  

  enforce the terms and condi t ions that  govern the Service;  and  

  prevent ,  ident i fy,  invest igate  and d eter  f raudulent ,  harmful ,  unauthor ized, 
unethical  or  i l legal  ac t iv i ty,  inc luding cyberat tacks and ident i ty thef t .        

W i th  your  consent .  In  some cases,  we may spec i f i cal l y  ask  for  your  consent  to  co l lec t ,  
use or  share your  personal  informat ion,  such as w hen requi red by law.  

  

  

How we share your personal  informat ion  

We may d isclose your  personal  informat ion to  the fo l lowing par t ies  and as o therwise 
descr ibed in  th is Pr ivacy Pol icy,  in  o ther  app l icab le  not ices,  or  a t  the t ime of  
co l lec t ion.  

Aff i l iates.  Our corporate  parent ,  subs idiar ies ,  and af f i l ia tes for  purposes and use 
consis tent  wi th  th is  Pr ivacy Pol icy.  

Service providers.  Th i rd  par t ies  that  provide services on our  behal f  or  he lp us 
operate  the Service or  our  business (such as host ing,  in format ion t echnology, 
customer suppor t ,  on l ine chat  funct iona l i ty  providers ,  emai l  del ivery,  market ing, 
consumer research and websi te  analyt ics).  

Professional  advisors.  Profess ional  advisors ,  such as lawyers ,  aud i tors ,  bankers 
and insurers ,  where necessary in  the cou rse o f  the professiona l  services that  they 
render  to  us.  

Authorit ies and others.  Law enforcement ,  government  author i t ies ,  and pr ivate  
par t ies ,  as  we bel ieve in  good fa i th  to  be necessary or  appropr ia te  for  the  Compl iance 
and protect ion purposes  descr ibed above.  

Business transferees .  Acqui rers  and other  re levant  par t i c ipants  in  bus iness 
t ransact ions (or  negot ia t ions of  or  due d i l igence for  such t ransact ions)  invo lv ing a 
corporate  d ivest i ture,  merger ,  consol idat ion,  acquis i t ion,  reorganizat ion,  sale  or  other  
d isposi t ion o f  a l l  o r  any por t ion o f  the business or  assets  o f ,  or equ i ty in terests  in ,  the 



Company or  our  a f f i l ia tes  ( inc lud ing,  in connect ion wi th  a  bankruptcy or  s im i lar 
proceedings) .  

  

  

Your choices  

In  th is  sect ion,  we descr ibe the r ights  and cho ices ava i lable  to  a l l  users .  Us ers 
located in  Europe can f ind in format ion about  the i r  addi t iona l  r ights  in  the  Notice to 
users in  Europe and other countr ies outside the US  sect ion  below and users  who 
are Cal i fornia  res idents  can f ind in format ion about  the i r  addi t ional  r ights  in  the  Notice 
to  Cal i fornia residents  sect ion be low.  

Opt -out  o f  communicat ions.  You may opt -out  o f  market ing -re la ted emai ls  and other  
d i rec t  market ing communicat ions by f o l lowing the opt -out  or  unsubscr ibe ins t ruct ions 
a t  the bot tom of  the emai l ,  or  by  contact ing us .  P lease note that  i f  you choose to 
opt -out  of  market ing-re la ted emai ls ,  you may cont inue to  rece ive service -rela ted and 
other  non-market ing emai ls .  

Cookies .  For  informat ion about  cook ies employed by the Service and how to  contro l  
them, see our  Cookie Notice .  

B lock ing images/clear  g i fs :  Most  browsers  and devices a l l ow you to  conf igure your 
device to  prevent  images f rom load ing.  To do th is ,  fo l low the ins t ruct ions in  your 
par t i cular  browser  or  device set t ings.  

Do Not  Track .  Some In ternet  browsers  may be conf igured to  send “Do Not  Track” 
s ignals  to  the on l ine services that  you v is i t .  W e current ly do not  respond to  “Do Not  
Track” .  To f ind out  more about  “Do Not  Track ,”  p lease 
vis i t  h t tp : / /www.a l laboutdnt .com . 

Decl in ing to  provide in format ion.  We need to  col lec t  personal  in format ion to  provide 
cer ta in  services.  I f  you do not  provide the informat ion we ident i fy as requi red or 
mandatory,  we may not  be able  to  provide those services.  

  

Other s i tes and services  

The Service may conta in  l inks to  th i rd  par ty webs i tes ,  mobi le  appl icat ions,  and other 
on l ine services operated by th i rd  par t ies.  In  add i t ion,  our  content  may be in tegrated 
in to  web pages or  o ther  onl ine services that  are  not  assoc ia ted wi th  us.  These l inks  
and in tegrat ions are not  an endorsement  o f ,  or  representat ion that  we are a f f i l ia ted 
wi th ,  any th i rd  par ty.  W e do not  contro l  webs i tes ,  mobi le appl icat ions or  on l ine 
services operated by th i rd  par t ies ,  and we are not  responsib le  for  the i r  ac t ions, nor  
are  they subject  to  th is  Pr ivacy Pol icy.  We encourage you to  read the pr ivacy pol ic ies 
o f  the o ther  webs i tes,  mobi le  appl icat ions and onl ine services you use .  

Google Maps.  Our  Services may include Google  Maps features and content .  Google  
Maps features and con tent  i s  sub ject  to  the then -current  vers ions of  Google  
Maps/Google  Ear th  Addi t ional  Terms of  Service  and Google  Pr ivacy Pol icy .  



YouTube .  Our  services may conta in  v ideos and content  provided by YouTube.  
YouTube content  i s  sub ject  to  the then -current  vers ions of  Google ’s  Pr ivacy 
Pol icy and you can ad just  your  pr ivacy contro ls  
here:  h t tps : / /www.youtube.com/howyoutubeworks/user -set t ings/pr ivacy/ .    

  

Securi ty  

We employ a  number o f  technica l ,  organizat iona l  and phys ica l  safeguards des igned to  
protect  the personal  in format ion we col lec t .  However ,  secur i ty r i sk  is  inherent  in a l l  
in ternet  and informat ion technolog ies,  and we cannot  guarantee the secur i ty o f  your  
personal  informat ion.  

Internat ional data t ransfer  

We are an in ternat iona l  company and may use service providers  that  operate  in  other 
countr ies .  Your  personal  informat ion may be t ransferred to  the Uni ted States or  o ther 
locat ions where pr ivacy laws may not  be as protect ive as those in  your  s ta te ,  
province ,  or  country.  

Users  located in  Europe or  o ther  countr ies  outs ide the US  should  read the important 
informat ion provided  be low about  t ransfer  o f  personal  informat ion outs ide of  Europe.  

Children  

The Service is  not  in tended for  use by anyone under  16 years  o f  age.  I f  you are a  
parent  or  guardian o f  a  chi ld  f rom whom you be l ieve we have co l lec ted personal  
informat ion in  a  manner  proh ibi ted by law,  p lease  contact  us .  I f  we learn that  we have 
co l lec ted personal  information through the Service f rom a chi ld  wi thout  the consent  o f  
the ch i ld ’s  parent  or  guardian as requi red by law,  we wi l l  comply wi th  appl icab le  legal  
requ i rements  to  delete  the in format ion.  

Changes to th is Privacy Pol icy  

We reserve the r ight  to  modi fy th is  Pr ivacy Pol icy a t  any t ime.  I f  we make mater ia l  
changes to  th is  Pr ivacy Pol icy,  we wi l l  not i f y  you by updat ing the date o f  th is  Pr ivacy 
Pol icy and post ing i t  on the Service or  o ther  appropr ia te  means.  Any modi f i ca t ions to  
th is  Pr ivacy Pol icy wi l l  be e f fec t ive upon our  post ing the modi f ied version (or  as 
o therwise indicated at  the t ime of  post ing) .  In  a l l  cases,  your  use of  the Service af ter 
the e f fec t ive date of  any modi f ied Pr ivacy Pol icy indicates your  acknowledgment  that  
the modi f ied Pr ivacy Pol icy appl ies  to  your  in teract ions wi th  the Service and our  
bus iness.  

How to contact  us 
 
 

Bonf ig l io l i  Engineer ing SrL  
V ia  Amerigo Vespucc i ,  20  
44124 Ferrara (FE)  
I ta ly  
+39 0532 715 631  
pr ivacy@bonf ig l io l ieng ineering.com  
 



  

Notice to California residents  

This  not ice descr ibes our  co l lec t ion,  use and disclosure o f  personal  informat ion o f  
Cal i fornia  residents  in  our  capac i ty as  a  “bus iness”  under  the Cal i fornia  Consumer 
Pr ivacy Act  ( “CCPA” )  and the i r  r ights  wi th  respect  to  the i r  personal  informat ion.  For  
purposes of  th is  not ice,  “personal  informat ion”  has the meaning g iven in  the CCPA but 
does not  include information exempted f rom the scope of  the CCPA.  

Your pr ivacy r ights.  As a Cal i fornia  resident ,  you have the fo l lowing r ights  under the 
CCPA: 

  Right to  know.You can request  information about  the categories  of  personal  
informat ion that  we have co l lec ted;  the categor ies  o f  sources f rom which we 
co l lec ted personal  information;  the bus iness or  commerc ia l  purpose for  
co l lec t ing,  shar ing and/or  se l l ing personal  information;  the categor ies  of  any 
personal  informat ion that  we so ld  or  d isc losed for  a  business purpose;  and the 
categories  of  any th i rd  par t ies  wi th  whom personal  information was so ld ,  s hared 
or  d isclosed for  a  bus iness purpose.  

  Right to  access.  You can request  a  copy of  personal  informat ion that  we have 
co l lec ted about  you.  

  Right to  delet ion.  You can request  that  we de le te  personal  in format ion that  we 
co l lec ted f rom you.  

  Right to  opt-out .  I f  we “se l l ”  or  “share”  your  personal  in format ion as def ined by 
the CCPA, you can opt -out  o f  those d isc losures.  

  Right to  correct ion .  You can request  that  we correct  inaccurate  personal  
informat ion that  we have co l lec ted about  you.  

  Nondiscriminat ion .  You are ent i t led to  exerc ise the r ights  descr ibed above 
f ree f rom d iscr iminat ion as prohib i ted by the CCPA.  

How to exercise your r ights .  You may submi t  requests  to  exerc ise your  r ight  to  
informat ion/know, access,  appeal ,  correct ion,  or  d ele t ion by us ing  the  How to  contact  
us  sect ion .  The r ights  descr ibed above are not  absolu te ,  and,  in  cer ta in  cases,  we 
may decl ine your  request  as  permi t ted by law or  where the laws in  your  s ta te  do not  
a f ford  you these r ights .  W e cannot  process your  request  i f  you do not  provide us wi th  
suf f i c ient  deta i l  to  a l low us to  unders tand and respond to  i t .  You can ask  to  appeal  
any denial  of  a  request  in  the same manner  through which you may submi t  one.  

Verif icat ion of  ident i ty;  authorized agents.  W e may need to ver i fy your  ident i ty to  
process your  in format ion/know, access,  de le t ion,  and correct ion requests ,  and we 
reserve the r ight  to  conf i rm your  res idency.  To ver i fy your  ident i ty,  we may requi re 
authent icat ion in to  your  Service account  i f  you have one,  provide personal  ident i f iers  
we can match against  in forma t ion we may have co l lec ted f rom you previous ly,  conf i rm 
your  request  us ing the emai l  or  te lephone account  s ta ted in  the request ,  provide 
government  ident i f i ca t ion,  or  provide a  dec larat ion under  penal ty o f  per jury,  where 
permi t ted by law.  Fur thermore,  your  author ized agent  may make a request  on your  
behal f .  W e wi l l  p rocess your  agent ’s  requests  to  exerc ise your  r ights  to  know, access, 
correct ion or  dele t ion upon our  ver i f ica t ion o f  the agent ’s  ident i ty and our  rece ip t  o f  a  
copy of  a  va l id  power o f  a t torney g iven to  your  author ized agent  pursuant  to  
appl icable  s ta te  law, proof  that  you have g iven the agent  permission to  submi t  the 
request  or  add i t ional  in format ion.  



Information pract ices.  The fo l lowing descr ibes our  pract ices current ly and dur ing the 
past  12 months:  

  Sources and purposes .  W e col lec t  a l l  ca tegor ies  of  personal  information 
f rom the sources  and use them for  the business/commerc ia l  purposes  descr ibed 
above in  the Pr ivacy Pol icy.  

  Sharing and sales of  personal  information .  

o  Our potent ia l  use o f  the  in terest -based adver t is ing  services descr ibed 
above may const i tu te  “shar ing”  of  your  personal  information ( inc luding 
ident i f ie rs  and in ternet /network  in formation descr ibed in  the CCPA) wi th  
our  adver t is ing par tners  f rom which you have the r ight  to  opt -out .  I f  we 
engage in  such pract ices,  you can request  to  opt -out  o f  th is shar ing o f  
your  personal  information by c l ick ing the  Do Not Sel l  or  Share My 
Personal  Information  l ink  in  the footer  of  th is  webpage.  Your  request  to 
opt-out  wi l l  apply on ly to  the browser  and the device f rom which you 
submi t  the request .  

o  We do not  o therwise “se l l ”  personal  information as def ined by the CCPA. 
Al though our  Services are not  in tended for  ch i ldren under  16 years  o f  
age,  we are requ i red to  in form you that  we do not  have actua l  knowledge 
that  we have so ld  or  shared the personal  in format ion of  chi ldren under  
16.  

  Sensit ive personal  information .  W e do not  use or  d isc lose sens i t i ve  personal  
informat ion for  purposes that  Cal i fornia  res idents  have a r ight  to  l imi t  under  the 
CCPA. 

  We do not  to  a t tempt to  re ident i fy de ident i f ied information der ived f rom 
personal  informat ion,  except  for  the purpose of  tes t ing whether  our  
de ident i f i ca t ion processes comply wi th  appl icab le  law.  

  Retention .  The cr i ter ia  for  dec id ing how long to  re ta in  pe rsonal  informat ion is  
genera l ly based on whether  such per iod is  suf f i c ient  to  fu l f i l l  the purposes for  
which we col lec ted i t  as  descr ibed in  th is  not ice,  including complying wi th  our  
lega l  obl igat ions.  

  Collect ion and disclosure .  The char t  below descr ibes the personal  information 
we co l lec t  by re ference to  the categories  o f  personal  in format ion spec i f ied in  
the CCPA (Cal .  Civ.  Code §1798.140) ,  and the categories  of  th i rd  par t ies  to  
whom we d isclose i t .  The terms in  the char t  re fe r  to  the categor ies  of  
informat ion and th i rd par t ies  descr ibed above in  th is  Pr ivacy Pol icy in  more 
deta i l .  In format ion you vo luntar i l y  provide to  us,  such as in  f ree - form webforms, 
may contain  o ther  categor ies  o f  personal  informat ion not  descr ibed be low.  W e 
may a lso disclose personal  informat ion to  profess ional  advisors ,  author i t ies  and 
others ,  and bus iness t ransferees as descr ibed above in  the  How we share your  
personal  informat ion  sect ion of  th is  Pr ivacy Pol icy.  

  

S t a t u t o r y  c a t e g o r y / p e r s on a l  i n f o r m a t i o n  
w e  c o l l e c t  ( s e e  “ P e r s o n a l  i n f o r m a t i o n  w e  
c o l l e c t ”  s e c t i o n  a b o v e  f o r  d e t a i l s )  

C a t e g o r i e s  o f  t h i r d  p a r t i e s  t o  w h o m  w e  
d i s c l o s e  t h e  p e r s o n a l  i n f o r m a t i o n  f o r  a  
b u s i n e s s  p u r p o s e  



I d e n t i f i e r s  

·    C o n t a c t  d a t a  

·    C o m m u n i c a t i o n s  i n t e r a c t i o n  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

I d e n t i f i e r s  ( o n l i n e )  

·    D e v i c e  d a t a  

·    C o m m u n i c a t i o n  i n t e r a c t i o n  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

C a l i f o r n i a  C u s t om e r  R e c o r d s  ( a s  d e f i n e d  
i n  C a l i f o r n i a  C i v i l  C o d e  § 1 7 9 8 . 8 0 )  

·    C o n t a c t  d a t a  

·    C o m m u n i c a t i o n  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

C o m m e r c i a l  I n f o r m a t i o n  

·    C o n t a c t  d a t a  

·    M a r k e t i n g  d a t a  

·    O n l i n e  a c t i v i t y  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

I n t e r n e t  o r  N e t w or k  I n f or m a t i o n  

·    D e v i c e  d a t a  

·    O n l i n e  a c t i v i t y  d a t a  

·    C o m m u n i c a t i o n  i n t e r a c t i o n  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

P r o f e s s i o n a l  o r  E m pl o y m e n t  I n f o r m a t i o n  

·    C o m p a n y  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  



I n f e r e n c e s  

M a y  b e  d e r i v e d  f r o m :  

·    C o n t a c t  d a t a  

·    M a r k e t i n g  d a t a  

·    O n l i n e  a c t i v i t y  d a t a  

·    C o m m u n i c a t i o n  i n t e r a c t i o n  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

  

  

P r o t e c t e d  C l a s s i f i c a t i o n  C h a r a c t e r i s t i c s  

M a y  b e  i n c l u d e d  o r  r e v e a l e d  i n :  

·    C o n t a c t  d a t a  

  

·    A f f i l i a t e s  

·    S e r v i c e  p r o v i d e r s  

  

  
  

Notice to users in Europe and other countr ies outside the US  

General 

Where this  Notice to  users in  Europe and other countr ies outside the US 
appl ies.  The in format ion provided in  th is  “Not ice to  users  in  Europe and other  
countr ies  outs ide the US” sect ion appl ies  only where ( i )  we are process ing the 
personal  informat ion o f  ind iv iduals  located in  the EEA, the UK (EEA and UK 
jur isd ic t ions are together  re ferred to  as  “Europe ” ) ,  or  o ther  country as a  contro l le r ,  
and ( i i )  the laws re lated to  the processing o f  personal  in format ion o f  such jur isdict ion 
apply d i rec t ly to  us.  For  the a vo idance of  doubt ,  th is  sect ion does not  const i tu te  our 
submission to  the jur isdic t ion of  any such laws around the world  and th is  sect ion on ly 
appl ies  to  the extent  the data protect ion or  data  pr ivacy laws of  a  par t i cular 
ju r isd ic t ion outs ide o f  the Uni ted  States apply d i rec t ly to  our  process ing of  your  
personal  informat ion.  

Personal  information.  References to  “personal  informat ion”  in  th is  Pr ivacy Pol icy 
should  be unders tood to  include a reference to  “personal  data”  (as  def ined in  the 
GDPR or  app l icab le la w) –  i .e . ,  in format ion about  ind iv idua ls  f rom which they are 
e i ther  d i rec t ly ident i f ied or  can be ident i f ied.  

Control le r .  The Company is  the contro l le r  in  respect  o f  the processing o f  your 
personal  informat ion covered by th is  Pr ivacy Pol icy for  purposes of  European or  o ther 
data  protect ion leg is la t ion ( i .e . ,  the  EU GDPR and the so -cal led ‘UK GDPR’  (as  and 
where appl icable ,  the “GDPR”)) .  See the  How to  contact  us sect ion  above for  our 
contact  detai ls .  



Our legal  bases for  processing  

In  respect  o f  each of  the purposes for  which we use your  personal  informat ion,  the 
GDPR requi res us to ensure that  we have a “ legal  basis”  for  that  use.  

Our  legal  bases for process ing your  personal  informat ion descr ibed in  th is  Pr ivacy 
Pol icy are l i s ted be low.  

  Where we need to  process your  personal  informat ion to  de l iver  our  Services to 
you ( inc lud ing our  S i te)  ( “ Contractual  Necessity ” ) .  

  Where i t  i s  necessary for  our  leg i t imate in terests  and your  in terests  and 
fundamenta l  r ights  do not  overr ide those in terests  ( “ Legit imate Interests ” ) .  
More detai l  about  the spec i f ic  leg i t imate in terests  pursued in  respect  of  each 
Purpose we use your personal  in format ion  for  i s  set  out  in  the tab le  below.  

  Where we need to  comply wi th  a  lega l  or  regu la tory ob l igat ion ( “ Compliance 
with Law ” ) .  

  Where we have your  speci f i c  consent to  carry out  the process ing for  the 
Purpose in  quest ion ( “Consent ” ) .  

We have set  out  be low,  in  a  tab le  format,  the  legal  bases we re ly on in  respect  o f  the 
re levant  Purposes for  which we use your  personal  in format ion –  fo r  more information 
on these Purposes and the data types invo lved,  see  How we use your  personal  
informat ion  above.  
 

Purpose  Categories of  
personal  information 
involved  

Legal  basis  

Service 
del ivery and 
operat ions  

·         Contact  data  

·         Account  data  

·         Communicat ions 
data 

Contractual  Necessi ty.  

Research and 
development  

·         Any and a l l  data  
types re levant  in  the 
c i rcumstances 

Legi t imate in terest .  We have leg i t imate 
in terest  in  unders tanding what  may be of  
in terest  to  our  customers,  improving customer 
re la t ionsh ips and exper ience,  del iver ing 
re levant  content  to  our  customers,  measur ing 
and unders tanding the e f fec t iveness of  the 
content  we serve to  customers.  

Direct  
market ing  

·         Contact  data  

·         Communicat ions 
data 

·         Market ing data  

Legi t imate In terests.  W e have a legi t imate 
in terest  in  promot ing our  operat ions and goals 
as an organisat ion and sending market ing 
communicat ions for  that  purpose.  

Consent ,  in  c i rcumstances or  in  jur isdic t ions 
where consent  i s  requi red under  appl icab le 
data  protect ion laws to  the sending of  any 



Purpose  Categories of  
personal  information 
involved  

Legal  basis  

g iven market ing communicat ions.  

Compliance 
and 
protect ion  

·         Any and a l l  data  
types re levant  in  the 
c i rcumstances 

Compl iance wi th  Law.  

Legi t imate in terest .  W here Compl iance wi th 
Law is  not  app l icable ,  we and any re levant  
th i rd  par t ies  have a leg i t imate in terest  in 
par t i c ipat ing in ,  suppor t ing,  and fo l lowing 
lega l  p rocess and requests ,  inc luding through 
co-operat ion wi th  author i t ies .  W e and any 
re levant  th i rd  par t ies  may a lso have a 
legi t imate in terest  of  ensur ing the protect ion, 
maintenance,  and enforcement  of  our  and the i r  
r ights ,  proper ty,  and/or  safe ty.  

Further uses  ·         Any and a l l  data  
types re levant  in  the 
c i rcumstances 

The or ig inal  legal  bas is  re l ied upon,  i f  the 
re levant  fur ther  use is  compat ib le  wi th  the 
in i t ia l  purpose for  which the Personal  
In formation was co l lec ted.  

Consent ,  i f  the re levant  fur ther  u se is  not 
compatib le  wi th  the in i t ia l  purpose for  which 
the personal  informat ion was col lec ted.  

 
Retent ion 

We retain  personal  informat ion for  as  long as necessary to  fu l f i l  the purposes for  
which we co l lec ted i t ,  inc luding for  the purposes of  sat isfy ing a ny lega l ,  account ing, 
or  repor t ing requ i rements ,  to  estab l ish or  defend legal  c la ims,  or  for  compl iance  and 
protect ion purposes.  

To determine the appropr ia te  re tent ion per iod for  personal  information,  we cons ider 
the amount ,  nature,  and sens i t i v i ty o f  the personal  information,  the potent ia l  r i sk  of  
harm f rom unauthor ized use or  d isc losure o f  your  personal  information,  the purposes 
for  which we process your  personal  information and whether we can ach ieve those 
purposes through other  means,  and the appl icable  legal  requi rements .  

When we no longer  requi re  the personal  in format ion,  we have co l lec ted about  you,  we 
wi l l  e i ther  dele te  or  anonymize i t  or ,  i f  th is  i s  not  poss ib le  ( for  example,  because your  
personal  informat ion has been s tored in  backup archives) ,  then we wi l l  secure ly s t ore 
your  personal  in format ion and isola te  i t  f rom any fur ther  process ing unt i l  dele t ion is  
possible .  I f  we anonymize your  personal  informat ion (so that  i t  can no longer  be 
associa ted wi th  you) ,  we may use th is  information indef in i te ly wi thout  fur ther  not ic e to  
you.  
 
 

Other informat ion 



No obl igat ion to provide personal  information.  You do not  have to  provide 
personal  informat ion to  us.  However  where we  need  to process your  personal  
informat ion e i ther  to  comply wi th  appl icable  law or  to del iver  our  Services t o  you,  and 
you fa i l  to  provide that  personal  in format ion when requested,  we may not  be ab le  to  
provide some or  a l l  o f  our  Services to  you.  W e wi l l  not i f y  you i f  th is  is  the case at  the 
t ime.  

No sensit ive  personal  information.  We ask  that  you no t  provide us wi th  any 
sensi t i ve  personal  in format ion (e .g . ,  soc ia l  secur i ty numbers,  in format ion rela ted to 
rac ia l  or  e thnic  or ig in ,  po l i t i cal  opin ions, re l ig ion or  o ther  bel iefs ,  hea l th ,  b iometr ics 
or  genet ic  character is t i cs ,  c r imina l  ba ckground or  t rade un ion membersh ip)  on or  
through the Services,  or  o therwise to  us.  I f  you provide us wi th  any sensi t i ve  personal  
informat ion to  us when you use the Services,  you must  consent  to  our  process ing and 
use of  such sensi t i ve  personal  informat ion  in  accordance wi th  th is  Pr ivacy Pol icy.  I f  
you do not  consent  to  our  process ing and use of  such sens i t ive  personal  informat ion, 
you must  not  submi t  such sensi t i ve  personal  in format ion through our  Services.  

No automated decision -making and prof i l ing.  As par t  of  the Services,  we do not  
engage in  automated decis ion -making and/or  pro f i l ing,  which produces lega l  or 
s im i lar ly s igni f i cant  e f fec ts .  W e wi l l  le t  you know i f  that  changes by updat ing th is 
Pr ivacy Pol icy.  

Security .  W e have put  in  p lace procedures desig ned to deal  wi th  breaches of  
personal  information.  In  the event  o f  such breaches,  we have procedures in  p lace to 
work  wi th  appl icab le  regu la tors .  In  addi t ion,  in  cer ta in  c i rcumstances ( includ ing where 
we are legal ly requi red to  do so) ,  we may not i fy you of  b reaches af fec t ing your 
personal  informat ion.  
 
 

Your r ights  

General .  Appl icab le  data  protect ion laws may g ive you cer ta in  r ights  regard ing your  
personal  informat ion.  I f  you are located in  Europe or  o ther  countr ies  outs ide the US 
where such r ights  apply,  you may ask  us to  take any o f  the fo l lowing act ions in  
re la t ion to  your  personal  information that we ho ld :  

  Access.  Provide you wi th  in format ion about  our  processing o f  your  personal  
informat ion and g ive you access to  your  personal  in format ion.  

  Correct .  Update or  correct  inaccuracies in  your  personal  information.  

  Delete.  De le te  your  personal  informat ion where there is  no lawfu l  reason for  us 
cont inu ing to  s tore  or  process i t ,  where you have  successful l y  exerc ised your  
r ight  to  ob ject  to  processing (see below),  where we may have processed your 
informat ion unlawful ly  or  where we are requ i red to  erase your  personal  
informat ion to  comply wi th  loca l  law.  Note,  however ,  that  we may not  a lways be 
ab le  to  comply wi th  your  request  o f  erasure for  spec i f i c  legal  re asons that  wi l l  
be not i f ied to  you,  i f  appl icable ,  a t  the t ime of  your  request .  

  Portabi l i ty .  Por t  a  machine -readable  copy of  your  personal  informat ion to  you 
or  a  th i rd  par ty  o f  your  cho ice,  in  cer ta in  c i rcumstances.  Note that  th is  r ight  
on ly app l ies  to  automated information for  which you in i t ia l l y  provided consent  
for  us  to  use or  where we used the in format ion to  perform a contract  wi th  you.  

  Restr ict .  Restr ic t  the process ing o f  your personal  in format ion,  i f ,  ( i )  you want  
us to  estab l ish the personal  in format ion's  accuracy;  ( i i )  where our  use of  the 



personal  in format ion is  un lawful  but  you do not  want  us to  erase i t ;  ( i i i )  where 
you need us to  ho ld  the personal  informat ion even i f  we no longer  requi re  i t  as 
you need i t  to  estab l ish,  exerc ise or  defend le ga l  c la ims;  or  ( i v)  you have 
ob jected to  our  use of  your  personal  information but  we need to  ver i fy whether  
we have overr id ing leg i t imate grounds to use.  

  Object .  Object  to  our  process ing of  your  personal  informat ion where we are 
re ly ing on legi t imate in t erests  (or  those of  a  th i rd  par ty)  and there is  someth ing 
about  your  par t i cular s i tuat ion that  makes you want  to  object  to  process ing on 
th is  ground as you fee l  i t  impacts  on your  fundamenta l  r ights  and f reedom –  you 
a lso have the r ight  to  ob ject  where we are process ing your  personal  informat ion 
for  d i rec t  market ing purposes.  

  Withdraw Consent .  W hen we use your  personal  in format ion based on your  
consent ,  you have  the r ight  to  wi thdraw that  consent  a t  any t ime.  Th is  wi l l  not  
a f fec t  the lawfu lness o f  any pro cessing carr ied out  before you wi thdraw your 
consent .  

Exercising These Rights.  You may submi t  these requests  by  us ing  the  How to 
contact  us  sect ion  above .  W e may request  speci f i c  information f rom you to  help us 
conf i rm your  ident i ty and process your  request .  W hether  or  not  we are requi red to 
fu l f i l l  any request  you make wi l l  depend on a number o f  fac tors  (e .g . ,  why and how we 
are processing your  personal  i nformat ion) ,  i f  we re jec t  any request  you may make 
(whether  in  whole  or  in  par t )  we wi l l  le t  you know our  grounds for  do ing so a t  the t ime, 
sub ject  to  any lega l  res t r ic t ions.  Typ ical ly ,  you wi l l  not  have to  pay a  fee to  exerc ise 
your  r ights ;  however ,  we  ma y charge a reasonable  fee i f  your  request  i s  c lear ly 
unfounded,  repet i t i ve  or  excessive.  W e t ry to  respond to  a l l  leg i t imate requests  wi th in 
a  month.  I t  may take us longer  than a month i f  your  request  i s  par t i cular ly complex or  
i f  you have made a number of  requests ;  in  th is  case,  we wi l l  not i f y  you and keep you 
updated.  

Your Right  to  Lodge a Complaint  with your Supervisory Authori ty .  In  add i t ion to  
your  r ights  out l ined above,  i f  you are not sat is f ied wi th  our  response to  a  request  you 
make,  or  how we proces s your  personal  in format ion,  you can make a complain t  to  the 
data protect ion regula tor  in  your  hab i tua l  p lace of  res idence.  

  For users  in  the European Economic Area –  the contact  in formation for  the data 
protect ion regula tor  in  your  p lace of  res idence can  be found 
here:  h t tps : / /edpb.europa.eu/about -edpb/board/members_en . 

  For users  in  the UK –  the contact  in format ion for  the UK data protect ion 
regula tor  i s  below:  

The Informat ion Commissioner ’s  Of f i ce  

Water  Lane,  W ycl i f fe House  

W ilmslow -  Cheshi re  SK9 5AF 

Tel .  +44 303 123 1113  

Websi te :  h t tps : / / i co .org.uk /make -a-compla in t /  
 

Data Processing outside of  your home country  



We are an in ternat iona l  company and many of  our  service providers ,  advisers , 
par tners  or  o ther  rec ip ients  of  data  are a lso based in  the US and e lsewhere around 
the wor ld .  Th is  means that ,  i f  you use the Services,  your  personal  information may be 
accessed and processed in  the US or  e lsewhere around the wor ld .  

I t  i s  impor tant  to  note  that  the rec ip ient  ju r isd ic t ion may not  be sub ject  to an 
‘ adequacy dec is ion’  under  app l icab le  laws (e .g . ,  GDPR) –  bas ical ly ,  th is  means that  
the rec ip ient  ju r isd ict ion ’s  legal  regime is  not  cons idered by re levant  legal  bod ies to 
provide an adequate leve l  o f  pro tect ion for  personal  information,  which is  equiva lent  
to  that  provided by your  home jur isd ic t ion (e .g . ,  Europe)  laws.  

Where we share your  personal  in format ion wi th  th i rd  par t ies who are based outs ide 
your  home country,  we t ry to  ensure a  s imi lar  degree of  pro tect ion is  af forded to  i t  in 
accordance wi th  appl icable  pr ivacy laws by making sure one of  the fo l lowing 
mechanisms is  implemented:  

  Transfers to  terr i tor ies w ith an adequacy decision.  W e may t ransfer  your 
personal  informat ion to  countr ies  or  ter r i to r ies  whose laws have been deemed 
to  provide an adequate leve l  of  pro tect ion for  personal  in format ion  by the 
re levant  lega l  author i ty (e .g . ,  the European Commiss ion or  UK Government) .  

  Transfers to  terr i tor ies w ithout an adequacy decision.  

  We may t ransfer  your  personal  informat ion to  countr ies  or  ter r i to r ies  whose 
laws have  not  been deemed to  provide such an adequate leve l  o f  pro tect ion 
(e .g . ,  the US, see above) .  

  However ,  in  these cases:  

o  we may use speci f i c  appropr ia te  safeguards,  which are des igned to  g ive 
personal  in format ion e f fec t ive ly the same protect ion i t  has in  your  home 
country –  fo r  example,  s tandard -form contracts  approved by re levant 
author ise for  th is  purpose;  or  

o  i n  l im i ted  c i rcumstances,  we may re ly on an except ion,  or  ‘derogat ion’ ,  
which permi ts  us to t ransfer  your  personal  informat ion to  such country 
despi te  the absence of  an ‘adequacy dec is ion’  or  ‘appropr ia te 
safeguards’  –  fo r  example,  re l iance on your  exp l ic i t  consent  to  that 
t ransfer .   

You may contact  us  i f  you want  fur ther  informat ion on the speci f i c  mechanism used by 
us when t ransferr ing your  personal  information out  o f  your  home country.  

 


